
What is Cybersecurity 
& how to get involved



What is 
Cybersecurity



Web
Website security

Cryptography
Encryption and math

Forensics
Investigating digital data

Reverse Engineering
Understanding how code 

works

Binary Exploitation
Low level exploitation

Misc
other

Categories



What are the stack and heap?



Web
Pentesting websites 

and apps & web 
development

Cryptography
Creating and cracking 

methods of encryption, 
has more academic 

opportunities

Forensics
Investigating cybercrime 

Stenography, OSINT, 
parsing large data, etc

Reverse Engineering
Malware reverse 

engineering

Binary Exploitation
AKA “pwn”

National agencies like 
CSE & CSIS

Misc
any/all of the above

Career Opportunities



My Co-op’s in Cybersecurity

Xanthus Security



Student Requirement

- Not many courses
- Pretty cool courses IMO
- Worth doing esp if you’re already 

in honours



Pwn Demo



?

research 

strings?

https://medium.com/swlh/hacking-python-applications-5d4cd541b3f1


Do you understand 
what vtable is?

The flag exists 
somewhere in / 

directory.

Wikipedia <3
virtual-method-table 

VTable

https://en.wikipedia.org/wiki/Virtual_method_table


But Cybersecurity 
isn’t always scary



OSINT Demo





Arizona State University
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How to get 
involved



Cybersecurity club
Join the local club and 

attend the meetings

CyberSci
Apply to join a CyberSci 
team next year

Cybersecurity steam
Change your stream to 

the cybersecurity stream

CTF events
Sign up for online/local 
CTF events: ctftime.org 

Things you can do in cybersecurity

https://ctftime.org/


Discord ServerEvents & Meeting Time
Fridays 6pm-7pm (Location: TBD)

● Hacking Workshops
● Social Events
● Guest Speakers
● Hacking CTF Challenges

Social Media Links
Instagram: https://www.instagram.com/carletoncybersecurityclub
Discord: https://discord.gg/8Dp4WntxGn 
LinkedIn: https://www.linkedin.com/company/carleton-cyber-security-club/ 
Email: cyberseccarleton@gmail.com

Carleton Cybersecurity Club

https://www.instagram.com/carletoncybersecurityclub
https://discord.gg/8Dp4WntxGn
https://www.linkedin.com/company/carleton-cyber-security-club/


Websites for Learning
TryHackMe: https://tryhackme.com/
CTF Handbook: https://ctf101.org/
Linux: https://linuxjourney.com/

Jeopardy Style CTF
PicoCTF: https://picoctf.org/
Wargames: https://overthewire.org/wargames/
RingZer0CTF: https://ringzer0ctf.com/challenges
GoogleCTF: https://capturetheflag.withgoogle.com/challenges

Websites for Practicing Pentesting
TryHackMe: https://tryhackme.com/
HackTheBox: https://www.hackthebox.com/

Virtual Machine Resources
Hypervisors
VirtualBox: https://www.virtualbox.org/ 
VMware: https://www.vmware.com/ca.html 
Linux VMs
Kali: https://www.kali.org/get-kali/#kali-platforms
Parrot: https://parrotsec.org/download/
Ubuntu: https://ubuntu.com/download

Where to practice/learn?

https://tryhackme.com/
https://ctf101.org/
https://picoctf.org/
https://tryhackme.com/
https://www.kali.org/get-kali/#kali-platforms
https://parrotsec.org/download/


Learning Path
1. Download a linux virtual machine
2. Learn Linux - Beat the Bandit Game on OverTheWire 

(https://overthewire.org/wargames/)
3. Read CTF101 (https://ctf101.org/)
4. Try some challenges on picoCTF (https://picoctf.org/)
5. For penetration testing check out TryHackMe (https://tryhackme.com/) to learn 

common hacking tools and techniques
6. Try the Starters Series on TryHackMe (8 free VMs you can hack)

Recommended Learning Path For Beginners

https://overthewire.org/wargames/
https://ctf101.org/
https://picoctf.org/
https://tryhackme.com/


Thank you
Any questions?


